
AGENT

OVERVIEW

KIT 

COMMERCE

Open Protocols and Patterns for Identity 
and Payments in the Agent Economy

agentcommercekit.com catenalabs.com

(ACK)

https://agentcommercekit.com
https://catenalabs.com


Full documentation and reference 
source code located online at:

agentcommercekit.com

https://agentcommercekit.com


Agent Commerce Kit (ACK) Overview 1

The Need for

Agent-Native

Financial 

Infrastructure
The rapid advancements in large language models 
(LLMs), AI-driven workflows, autonomous agents, agent 
frameworks, and related service protocols create 
unprecedented opportunities to reshape digital 
interactions and financial transactions for the benefit of 
individuals and businesses worldwide. Yet existing 
financial infrastructures pose significant barriers to 
realizing these opportunities. Designed for previous eras, 
they remain brittle, insecure, and expensive to stovepipe 
into the emerging agent economy.



Barriers to AI-Native Finance
Traditional financial systems are actively hostile to intelligent automated 
access. This creates three fundamental problems:

Identity Crisis
There are no standards for identifying and authorizing AI 
actors. Without a robust open framework for establishing 
trusted AI identities while satisfying security policy and 
regulatory compliance, genuine AI participants cannot be 
distinguished from malicious actors and appropriately 
managed.
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Legacy systems impose structural limitations that create 
friction for AI actors. These include high fixed costs that 
make many transactions economically unviable, geographic 
restrictions and fees despite AI's borderless nature, 
settlement delays incompatible with real-time decision 
making, technical incompatibilities with modern software 
architecture, and risk procedures designed explicitly to 
detect and block automated participants with prejudice.

Transaction Barriers
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The agent economy demands new models for monetizing 
intelligence, data, and services that current systems cannot 
support. This gap stifles innovation in key areas, including 
AI-optimized resource allocation, value-based pricing for 
intelligence outputs, dynamic marketplaces for data and 
compute, and seamless compensation flows between 
humans and AI systems. Without these capabilities, the 
transformative economic potential of intelligent systems will 
remain largely unrealized.

Untapped Economic Potential

03
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The ACK Solution
The Agent Commerce Kit (ACK) identifies a collection of vendor-neutral 
patterns, emerging standard protocols, and open source components 
designed to address barriers to AI-native finance by facilitating verifiable 
digital identity, secure payment initiation, and auditable transaction receipts 
for AI-driven economic interactions. 



ACK establishes clear patterns for:

Auditable receipt 
verification

Secure, automated 
payment processing 
suitable for multiple 
transaction types

Verifiable AI identities 
with integrated 
compliance controls

Intelligent human 
oversight and approval 
processes for critical 
transactions

With ACK, AI workflows can manage their own identities, operate their own 
accounts and wallets, access paid services through standardized paywalls, 
compensate humans for data contributions, and optimize costs across 
complex service chains. The patterns support extensions for micropayments, 
subscription management, refund management, outcome-based pricing, and 
cross-currency transactions, all while maintaining appropriate security and 
compliance controls with humans in the loop.
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The Impact
By documenting these patterns and providing reference implementations, 
ACK offers Financial Institutions and developers a foundational blueprint for 
building the AI economy. 



This overview document outlines ACK's design principles and core 
components, illustrating how organizations can leverage the protocol to 
create new possibilities for AI participation in commerce while maintaining 
appropriate security, privacy, and regulatory compliance.



The full documentation, demos, and reference source code are located 
online at: agentcommercekit.com.
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Example Use Cases
ACK enables diverse applications for agent-driven commerce:

A financial analysis agent pays per query 
to access a proprietary market data feed 
API.

Agent Payments for 

Services

An IoT sensor network pays fractions of a 
cent per data packet received from 
participating devices.

Real-time Data Streaming 
(Micropayments)

A user authorizes their AI shopping agent, 
which then uses ACK-Pay and a Payment 
Service to securely complete a purchase.

AI Shopping Assistant 

Purchases

https://agentcommercekit.com
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More examples are available in the ACK online documentation.

An AI platform agent uses ACK-Pay to 
securely pay human experts for tasks like 
data annotation or model review.

Agent-to-Human 

Pay-outs

Autonomous agents dynamically negotiate 
and acquire resources—such as 
computational power, data, or specialized 
services—based on real-time value 
assessments and immediate operational 
needs.

Dynamic Resource 

Markets

Economic exchanges tied explicitly to 
measurable outcomes rather than 
traditional usage-based metrics, 
significantly improving transparency, 
efficiency, and value alignment.

Value-Based Pricing

Implementation Flexibility
ACK is a collection of patterns, protocols, and components – not a 
mandated technology stack. Diverse implementations may employ preferred 
technologies while emphasizing interoperability through standardized 
formats and patterns. Discovery mechanisms are also flexible, and specific 
implementations may implement a select subset of the general pattern (e.g., 
x402 provides a stablecoin-specific implementation and subset of ACK-Pay).

A procurement agent verifies goods receipt 
and automatically triggers an ACK-Pay 
payment to settle the supplier invoice.

Automated B2B 

Invoice Payments

https://agentcommercekit.com/ack-pay/example-use-cases
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Design Principles
ACK is anchored in four core design principles:

Open Standards
Utilizes established standards to 
ensure broad compatibility, 
extensibility, and robust 
interoperability.

01
Privacy and 
Cryptographic Trust
Eliminates dependency on central 
commercial authorities for identity 
and payment verification, using 
cryptographic validation while 
ensuring compliance with relevant 
regulatory requirements.

02

Compliance-Ready
Architected with regulatory 
requirements inherently integrated, 
supporting KYC/KYB and risk 
management imperatives without 
sacrificing agility.

03
Human Oversight
Incorporates strategic human 
oversight capability into transaction 
workflows to manage risk 
effectively, balancing automation 
with accountability.

04
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Payment Services provide hooks for internal approval workflows, risk 
monitoring, and exception handling processes.

Operational Oversight

Client applications or agents may require explicit end-user or owner 
approvals for sensitive operations.

User/Owner Authorization

Human-in-the-Loop Integration
ACK incorporates strategic human oversight at distinct levels:
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Establishes a framework for verifiable agent identities, 
ownership chains, and authorization processes. This aims to 
address the critical identity challenge for AI actors. ACK-ID 
demonstrates an auditable chain from legal entities to their 
autonomous agents while preserving appropriate privacy 
boundaries. The initial reference implementation utilizes W3C 
Decentralized Identifiers (DIDs) and Verifiable Credentials 
(VCs), but the protocol itself remains extensible to support 
future refinements and alternative implementations that can 
satisfy the same foundational requirements.

Know Your Agent (ACK-ID)

Identifies an emerging common pattern for initiating 
payments, generating verifiable receipts, and conducting 
secure transaction verification across various financial 
systems. This aims to overcome the transaction barriers 
faced by AI actors. ACK-Pay supports seamless economic 
interactions between autonomous agents and humans, 
and also facilitates direct agent-to-agent transactions, 
with human oversight for critical approvals and 
escalations.

Payments and Receipts (ACK-Pay)

Core Patterns
ACK debuts with two complementary protocol patterns:

01

02

Reflecting ACK's modular design, these protocols can operate independently 
to address specific needs. However, integrating ACK-ID's verifiable identities 
with ACK-Pay's payment mechanisms provides the most robust foundation 
for secure and compliant agent commerce.



By documenting these patterns and providing reference implementations, 
ACK offers developers a blueprint for building systems that support the 
unique requirements of agent commerce while maintaining appropriate 
regulatory compliance.
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ACK Roles
In order to further understand the ACK protocol patterns as described in the 
next section, it is helpful to know the several functional roles ACK defines 
that can be implemented flexibly, depending on specific use cases and 
organizational needs:

Role Description

Client 

Agent

Systems initiating service requests or payments on 
behalf of end-users or autonomous processes (e.g., 
applications, other agents).

Server 

Agent

Systems delivering services/resources, verifying 
identities (ACK-ID) and receipts (ACK-Pay), and fulfilling 
requests (e.g., APIs, service agents, MCP providers).

Identity 

Provider

Services issuing and verifying identity credentials (DIDs/
VCs via ACK-ID) to establish trust. (Often integrated 
within Client/Server Owner infrastructure).

Payment 

Service

Manages ACK-Pay payment execution, acting as an 
intermediary handling settlement, compliance, 
conversions, and human oversight flows.

Receipt 

Service

Issues and validates cryptographically verifiable ACK 
Receipts (VCs) upon payment confirmation. (Often co-
located/integrated with Payment Services).

Settlement 

Network

Underlying financial infrastructures processing value 
transfer (e.g., banking rails, card networks, 
blockchains).
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Establishing who an AI agent is and who is responsible 
for it is critical for trust, security, and compliant 
commerce. ACK-ID provides a framework for securely 
establishing agent identities and linking them to their 
human or organizational owners using open standards.

ACK-ID:

Verifiable

Agent Identity

Overview  
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Key Questions

Key Elements

ACK-ID helps answer two fundamental questions:

ACK-ID identifies elements to solve three primary identity challenges:

For Service Providers
How can I trust that the agent 
interacting with me is legitimate, 
authorized, and represents who it 
claims to represent?

For Agent Owners
How can my agent prove its identity 
and its authority to act on my 
behalf in a secure, standard way?


Verifiable Ownership
Creating clear, auditable 
cryptographic links between 
accountable Owners (legal entities/
humans) and the autonomous 
Agents acting on their behalf.

01

Secure Authentication
Enabling Agents to securely prove 
their identity and authority during 
interactions.

02
Privacy Preservation
Allowing agents to disclose only 
necessary identity attributes, 
aligning with Self-Sovereign Identity 
(SSI) principles.

03
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To implement the patterns in an interoperable manner that supports existing 
businesses and  solutions, the ACK-ID reference implementation utilizes 
established W3C open standards:

Decentralized Identifiers 

(DIDs)

Globally unique digital IDs 
controlled by the Owner/Agent, 
independent of central authorities. 
They act as the anchor for identity.

Verifiable Credentials 

(VCs)

Tamper-proof digital credentials 
containing claims (e.g., ownership, 
authorization, compliance status) 
issued by a trusted entity about an 
Agent or Owner, digitally signed for 
verification.

Identity Standards
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Agent Ownership and 

Proof of Agency
ACK-ID uses these identity standards to enable a hierarchical identity model 
linking a verified owner identity (often tied to real-world verification like KYC/
KYB) to one or more agent identities. This ensures accountability and 
provides verifiable “Proof of Agency” without relying on, or leaking 
information to, a central identity authority. 

Importantly, this Agent Identity is distinct from the identity of the end-user or 
service consumer interacting with the agent, which is typically handled by 
separate authentication mechanisms (like OAuth). A single Agent identity 
may service many end-user identities.



See the full ACK-ID Documentation online for comprehensive details.

Issuer DID

Issues 

Claims 
About

Signs

Proof (Digital Signature)

Secures

Claims (e.g., ‘Is Owner’, ‘Has License X’)

Subject (e.g., Agent DID)

Describes

https://agentcommercekit.com/ack-id/introduction


ACK-Pay identifies an emerging pattern for initiating and 
verifying payments involving agents, aiming to overcome 
the friction and limitations of legacy financial systems. 
ACK-Pay adapts the HTTP 402 status code into a flexible, 
transport-agnostic pattern for agent commerce, 
applicable across various communication protocols 
(HTTP, WebSockets, A2A, etc.). It defines standardized 
payloads and interactions while incorporating rigorous 
compliance capabilities, human oversight integration, and 
adaptable settlement methods.
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ACK-Pay: 

Agent-Native

Payments 

Overview



Key Elements
The protocol addresses four fundamental elements:

Payment Initiation
Clearly communicating payment 
requirements via a standard 
Payment Request payload (in 
Server-Initiated flows) or enabling 
Clients to construct and initiate 
payments for known obligations 
(Client-Initiated flows).
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01
Execution Flexibility
Leveraging intermediary Payment 
Services to securely execute 
payments across diverse 
Settlement Networks (traditional or 
blockchain-based), handling 
complexities like currency 
conversion and compliance.

02

Receipt Verification
Providing standardized, 
cryptographically verifiable ACK 
Receipts (as Verifiable Credentials) 
issued by a Receipt Service as 
reliable proof of payment.

03
Oversight Integration
Incorporating strategic points for 
human approvals and risk 
management within automated 
flows.

04



Interaction Patterns
ACK-Pay outlines two primary interaction patterns: 

Both patterns leverage the Payment Service to handle execution 
complexities and utilize the standardized ACK Receipt for verifiable proof.

ACK-Pay encompasses and leverages network-specific solutions like Visa 
Intelligent Commerce or Mastercard Agent Pay, as well as stablecoin-
oriented approaches like Coinbase’s x402 and general blockchain solutions 
such as L402.



While operable independently, ACK-Pay is enhanced when integrated with 
ACK-ID, enabling stronger authentication and identity-based compliance 
checks.



(See the full ACK-Pay Documentation online for detailed sequences, payload 
formats, and operational considerations.)
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Used when a Client needs to pay 
based on a known obligation. The 
Client constructs payment details 
and uses a Payment Service API to 
initiate and execute the payment, 
receiving an ACK Receipt upon 
completion.

Client-Initiated 
Sequence

Server-Initiated 
Sequence
Used when a Server requires 
payment before fulfilling a Client's 
request. The Server sends a 
Payment Request payload; the 
Client uses a Payment Service to 
pay and obtain an ACK Receipt; the 
Client presents the Receipt to the 
Server for verification before 
service delivery.

01 02

Interoperability

https://agentcommercekit.com/ack-pay/introduction


Conclusion
As AI agents become increasingly capable participants in 
economic exchanges, they require financial infrastructure 
designed for their unique needs. The Agent Commerce 
Kit (ACK) addresses this critical gap through open 
protocols and patterns for identity (ACK-ID) and 
payments (ACK-Pay). By embracing open standards and 
modular design, ACK provides a foundational blueprint 
for developers and institutions building the agent 
economy, enabling secure, verifiable, and interoperable 
transactions that balance automation with necessary 
controls. This is just the beginning; through community 
collaboration, ACK will evolve to unlock the full potential 
of AI in commerce.
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ACK establishes the essential foundation for an agent-native financial 
ecosystem, aiming to unlock possibilities like direct AI monetization, dynamic 
resource markets, and seamless human-AI financial collaboration. It provides 
open protocols and patterns as a flexible blueprint.



Future development and research, driven by community contribution, will 
likely focus on enhancing the kit's capabilities in areas like identity (privacy, 
revocation), payments (micropayments, programmability, interoperability like 
x402 support), compliance and risk tooling, and reputation systems built 
upon ACK-ID.



ACK aims to evolve alongside the emerging agent economy through 
collaborative refinement. We encourage feedback, experimentation, and 
contributions via the official ACK repository to help shape the future of agent 
commerce.



github.com/agentcommercekit

Roadmap & Getting Involved
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https://github.com/agentcommercekit
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Explore the project and contribute at:

agentcommercekit.com

https://agentcommercekit.com
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